
Ransomware Evolution

Ransomware has become a business since the ‘80s but as we advance our technology, threat
actors find a way to use new techniques to execute crimes in cyberspace. Since 2016, new and
sophisticated techniques have emerged. An example attack was Petya where they locked
victims out of their entire hard drive. Ransomware has become global at this point (Harford,
2021). It was also the same year in which the JavaScript-only ransomware was discovered.
From an article from techbeacon, they mentioned that this type of attack is an attempt at a
write-once-infect-all threat (Sjouwerman, 2016). Since javascript has become a necessity in the
majority of the web, using it as the medium to deliver an attack has a high potential of becoming
widespread. Another attack was seen late in 2016 where cybercriminals targeted public
infrastructure; San Francisco’s municipal transportation agency suffered from a ransomware
attack and a message on the screens in station agents’ booths displayed “You Hacked, ALL
Data Encrypted” (Gallagher, 2016). The ransomware demanded $73,000 in exchange for the
restoration of the infrastructure.

In 2017, WannaCry ransomware has become the fastest spreading and most damaging
ransomware attack in history (Kastner, 2019). It attacked large corporate networks which in turn
made the infection widespread. A large hospital in England was forced to shut down its
operations and reroute ambulances while they are trying to regain their system. This worm
spreads by exploiting vulnerabilities in Windows operating systems. This is one of the first
worldwide ransomware attacks which affected hundreds of thousands of computers in 150
countries (Rosencrance, 2021). This attack is attributed to Shadow Brokers, a hacker group that
appeared in 2016. The attackers demanded $300 - $600 in bitcoin unlocking infected systems.

In the year 2018, the world has seen a major attack on critical infrastructures. Colorado
Department of Transportation, Port of San Diego, and the city of Atlanta were one of the many
victims of SamSam Ransomware, an attack authored by two Iranian hackers. Their attacks
exploited vulnerabilities through remote desktop protocols (RDP) and file transfer protocols
(FTP) (Gatefy, 2021). Based on several research studies, SamSam ransomware has earned its
creators nearly $6 Million in bitcoin since 2015 when it emerged.

As cryptocurrency skyrocketed, 2.1% or an estimated $21.4 billion worth of cryptocurrency
transactions and/or transfers were attributed to criminal activity in 2019 (Chainanalysis, 2021).
In 2019, REvil ransomware targeted a financial institution, Travelex, where the victim suffered
an attack that made them pay $2.3 Million in bitcoin. The same group claimed to have hacked
Quanta, a Taiwan-based company that manufactures Macbooks (Swiss Cyber Institute, 2021).
According to Chainanalysis, the attribution of crypto transactions to criminal activity has dropped
in 2020 to 0.34% or $10.0 billion. But even though it dropped, the world has still suffered from
numerous ransomware attacks. Ryuk ransomware attacks happened between 2019 and 2020
where they used remote desktop protocol (RDP) and phishing emails as their vectors.

This year the biggest attack we’ve seen so far is the Colonial Pipeline where the Darkside group
gained entry into the network through a virtual private network account which allowed
employees to remotely access the company’s computer network. The VPN account was said to



not use multi-factor authentication. The Colonial paid $4.4 Million in cryptocurrency. The DOJ
helped in recovering part of the ransom and was able to take back $2.3 Million using a private
key for a cryptocurrency wallet (Turton & Mehrotra, 2021).

When the attackers shifted their focus on critical infrastructure, they saw the potential of the
industry with the reaction of victim organizations (Blackbeard, 2021). The evolution of
ransomware is dependent on the available infrastructure and techniques to execute attacks.
Over the years, the worldwide web is becoming more and more efficient. This fast delivery
system which connects millions of computers worldwide, the more robust asymmetric
cryptography to encrypt impossible to crack files, and a payment platform where people can be
anonymous make ransomware a very lucrative business.

Secondary Losses

When thinking about secondary losses on ransomware first thing that would come to mind are
the stakeholders, shareholders, and investors. May it is a public or private institution, the
stakeholders need to be identified. In chapter 8 of the book, they have provided a risk analysis
example that helps in painting a clear picture of potential losses, so I will be using it as a guide
in analyzing the secondary losses in ransomware. The sample estimate below will be based on
a specific industry, digital marketing.

Operational Response: There will be a cost that the affected organization would have to
shoulder and account for. The notification of business partners, investors, clients, and other
stakeholders needs to be informed. Press Release costs would fall under this operational
response cost. This would bring us to estimated hours of:

Minimum - 50 hours;
Most likely - 70 hours;
Maximum - 250 hours;

Sample Operational Cost

Notification of Stakeholders

Back and Forth on support volume for inquiry (stakeholders, clients, customers, etc)

Investigation of affected systems

Incident Response team strategizing

PR costs

Reputational Damage: No matter how good the PR is, there will always be reputational damage
associated with a ransomware attack. The effects could be devastating. One of the worse case
scenarios is when clients and customers pull out from the company and move to another
provider. Losing major clients will cripple the business.



Regulatory Fines: Depending on the business of the company, there could be regulatory fines
like HIPAA, FDA violations, and other regulations that the business agreed to comply with within
agreements and contracts with customers and/or clients. Based on Compliancy Group, fines for
this year totaling to $5,650,000  (Compliancy Group, 2021). TrueVault, another compliance
company, mentioned that HIPAA violations could cost $100 to $50,000 per violation (per record)
(TrueVault, n.d.).

Running an analysis with the given information above in a digital marketing agency for life
sciences and pharmaceutical, the estimate could be as follows:

Loss Type Minimum Average Maximum

Operational Cost
(estimating based on
my industry  $110/hr )

$5,500 $7,700 $27,5000

Reputational Cost $0 $250,000 $5,000,000

Regulatory fines $500,000 $1,000,00 $1,500,000

Halt and Catch Fire

There are several controls organizations can put in place to be more proactive in identifying
vulnerabilities that can be exploited by threat actors. According to an article published by
Cybercrime Magazine, 60 percent of small companies go out of business within six months of
falling victim to a data breach or cyber attack (Johnson, 2019). For a much smaller organization
like startups, there are ways to prevent and detect ransomware.

User Education: Training and educating people on how to spot a phishing email and report it will
prevent them from falling prey to malicious attackers. Reported phish emails would also help the
organization to identify potential ransomware actors and block them off. Employees/Users tend
to be the weakest link that attackers regularly exploit.

Strong Authentication Process: According to some research 31% of attack attempts are due to
brute-force attacks (Packet Labs, 2019). Brute-force is when a malicious actor attempts to
access systems by inputting as many passwords as possible. New tools and bots could even
help these malicious actors to crack a password. There are three factors of authentication:
Something you know, an example of which is a pin, password, or passphrase; Something you
have, an example is a token generator like DUO or RSA; And something you are, which can be
your facial recognition or fingerprint. Having 2 or more factor authentication would help eliminate
the brute-force attack by ransomware actors.

Perform frequent back-ups and monitor them: Although backups couldn’t protect the
organizations from cybercrime or most ransomware attacks they can help them to recover from
an attack elegantly provided they have an up-to-date and working backup system. Instead of
having the organization be controlled by the ransomware actors, they could refuse to pay if they



have good backup data and processes to restore the system's pre-attack state. If ransomware
encrypts your data, backups can help restore access quickly without meeting the attacker’s
demands but organizations should be mindful that the same vulnerability that attackers originally
exploited may still exist so they have the remediation in place (Chapple, 2021). Most
organizations have backup systems but according to the Small Business Cybersecurity podcast,
having a backup system is not effective if it’s not being monitored, updated, and tested for
recovery.

Endpoint scanning and filtering: Endpoint scanning is a process where the system verifies the
integrity of the IP of devices trying to connect to the network and only allows those who are
known to the system. This is proactive security where the potential threats can be found early.
There are lots of vendors who offer to scan and filter services to protect networks from malware
and the possibility of ransomware. Several big players who offer this service are Microsoft,
TrendMicro, and SentinelOne.

To Pay or Not to Pay

I ran a simple poll question about ransomware with some of my colleagues in the tech industry
and 67% of them answered: “Not To Pay”. Some initiated a conversation and provided some
explanation for their answers. Those who answered “Not To Pay” mentioned that they could
always restore the data from the backups. They also mentioned that it might be beneficial that
data breaches are happening every day and the public has become forgiving provided that the
company rectifies, admits, and/or remediates the issue. For some conservative senior
management people, they lean more on the “To Pay” thinking that they might have strict
agreements with clients not to expose critical and/or sensitive information that could damage its
reputation for good.

There are so many factors to consider when responding to ransomware. The company I’m
currently working for is a digital marketing agency for life sciences and pharmaceuticals. We
have clients which are very conservative and have extreme measures around cybersecurity. We
are bound to meet these demands since we have signed agreements with them.

Organizations across the globe need to develop a ransomware payment policy, anticipating a
potential future attack (Ernst & Young Global Ltd., 2020). Ernst & Young have developed a
workflow that outlines the decision-making when organizations fell into a ransomware attack. If
caught in the middle of a ransomware attack and a decision needs to be made, the below
process could be triggered. From the EY workflow, I added a couple of key considerations in
place and combined some of the steps:

https://www.ey.com/en_gl/consulting/ransomware-to-pay-or-not-to-pay


The major areas I would be looking at are, 1) the amount of time to restore backup before any
catastrophic events happen, 2) the agreement that was signed between clients if their data is
infected, and 3) if there’s critical infrastructure that would result in endangering someone else’s
life. This decision process will help organizations in their decision-making. There may be some
deviations in place but it will be a guide on facilitating a more thoughtful and efficient process.

Small Business Cybersecurity podcast discussed the repercussions of paying ransomware
which I believe is very helpful for everyone to listen to. They mentioned that when people keep
on paying, they are helping the industry to prosper and making it look more attractive to
potentially malicious actors. Just like how other businesses prosper, if the people are paying
money then it could be a business.
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